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Abstract

The RMA Crop Insurance System supports the Risk Management Agency and the Crop
Insurance industry. RMA CIS uses privacy information to determine the eligibility of
producers, agents and loss adjusters for the Federal Crop Insurance Program, to detail the
amount and types of claims to be processed and/or paid by the RMA on behalf of the FCIC,
and to track certain actuarial trends and data to determine viability of current and future
insurance products.

A Privacy Threshold Analysis (PTA) was performed, indicating that a PIA must be
completed. This PIA is being conducted to comply with the Federal Information Security
Modernization Act of 2014 (FISMA) (44 U.S.C. §3551 to §3559) and the E-Government
Act of 2002 (Pub. Law. 107-347, 44 U.S.C. §101).

Overview

The RMA CIS is a series of over 60 software programs that support the Risk Management
Agency and the Crop Insurance industry. The software programs can be divided into
applications that are Mission Essential Functions (MEFs) and Non-Mission Essential function
programs. CIS consists of the following applications:

e Actuarial Filing System (AFS) [MEF-4]. AFS consists of program modules that
generate information necessary to sell, administer, and calculate premiums and losses.

e Policy Processing Systems (PPS) [MEF-1]. PPS provides the basis for calculation of
administrative and operating expense reimbursements and gain sharing with approved
insurance providers

e Reinsurance Accounting System (RAS) [MEF-3]. RAS is a set of processes and
applications utilized to maintain and generate standard (SRA) & livestock (LPRA)
reports, thus facilitating retirement of the legacy system.

e Compliance Activities and Results System (CARS) [Non MEF]. CARS supports case
management and data collection.

e Regional Office Exceptions Systems (ROE) [Non MEF]. ROE manages the receipt and
processing of Exception Requests from regional offices

RMA CIS data is used to determine the eligibility of producers, agents and loss adjusters for
the Federal Crop Insurance Program, to detail the amount and types of claims to be processed
and/or paid by the RMA on behalf of the FCIC, and to track certain actuarial trends and data to
determine viability of current and future insurance products. Certain data is also utilized as the
basis for determining expense reimbursement and gain sharing between RMA and approved
insurance providers. Other purposes include sharing with Farm Services Agency (FSA) when
used as a basis for eligibility and payment calculations for disaster programs. RMA CIS requires
the use of PII to perform these functions. The collection of SSN/TINs is authorized by the
Federal Crop Insurance Act (7 USC§ 1501).

RMA CIS shares data with the RMA Strategic Data Analysis Division, which performs the
forensic data mining of RMA's data, looking for indications of Fraud, Waste, and Abuse.
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Otherwise, data is only shared with the Approved insurance Providers (AIP), the entities that
collect the information. The AIPs use this information for verification of policies they have
issued.
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Section 1.0 Characterization of the Information

The following questions are intended to define the scope of the information requested and/or

collected as well as reasons for its collection as part of the program, system, rule, or technology

being developed.

1.1  What information is collected, used, disseminated, or maintained in
the system?

Name, Address, Phone Numbers, SSN, EIN number, eAuth JD/Name, Farm IDs.

1.2 What are the sources of the information in the system?

Approved Insurance Providers (AIP) provide data to RMA that is collected from
Insurance Agents and Loss Adjusters.

1.3  Why is the information being collected, used, disseminated, or
maintained?

This data is being collected to determine the eligibility of producers, agents and loss
adjusters for the Federal Crop Insurance Program, to detail the amount and types of
claims to be processed and/or paid by the RMA on behalf of the FCIC, and to track
certain actuarial trends and data to determine viability of current and future
insurance products. Certain data is also utilized as the basis for determining expense
reimbursement and gain sharing between RMA and approved insurance providers.
See The Federal Crop Insurance Act (FCIA) section 506(m) Submission of Certain
Information. Other purposes include sharing with Farm Services Agency (FSA)
when used as a basis for eligibility and payment calculations for disaster programs.

1.4 How is the information collected?

The information is collected via hard copy forms and e-forms completed by the
insured producer, insurance agent, or adjustor. The AIP sends this information to

RMA on their behalf.
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1.5 How will the information be checked for accuracy?

Upon data entry, customers and system users are required to review data for
accuracy, relevancy, timeliness, and completeness upon initial entry into forms
and system. Additionally, information is checked for accuracy when updates
are required. Lastly, customers have the right to access their data for review
and request corrections if their information is inaccurate.

1.6  What specific legal authorities, arrangements, and/or agreements
defined the collection of information?

» For FPAC-P, Commodity Credit Corporation Charter Act (15 U.S.C. 714 et seq.) and
Executive Order 9397, the Agricultural Act of 2014 (Pub. L. 113-79), the
Agricultural Improvement Act of 2018 (Pub. L. 115-334), and the Coronavirus Aid,
Relief, and Economic Security Act (CARES ACT) (Pub. L. 116-136)

» USDA RCPP Program (http://www.grants.gov/view-

opportunity.html?oppld=291192)

* The Regional Conservation Partnership Program (RCPP) is authorized by Subtitle I
of Title XII of the Food Security Act of 1985 (the 1985 Act), as amended by Section
2401 of the Agricultural Act of 2014 (the 2014 Act). The Secretary of Agriculture has
delegated the authority to administer RCPP to the Chief of the Natural Resources
Conservation Service (NRCS), who is Vice President of the Commodity Credit
Corporation (CCC). NRCS is an agency of the Department of Agriculture (USDA).

» USDA CAET program

* USDA TSP Program:
https://www.nrcs.usda.gov/wps/portal/nrcs/main/national/programs/technical/tsp/

* Privacy Act (5 U.S.C. 552a);

» E-Government Act of 2002 (Pub. Law. 107-347, 44 U.S.C. §101);

o Paperwork Reduction Act of 1995 (44 U.S.C. § 3501)

1.7 Privacy Impact Analysis: Given the amount and type of data
collected, discuss the privacy risks identified and how they were
mitigated.

Privacy risks include the harvesting and misuse of data. They also can be used to put
together a rough picture of an individual's operations and finances. In order to mitigate
these risks, access to the information is restricted to a valid business need, and further
protected by limiting the raw data available. Where possible, data is redacted, masked,
and/or encrypted.
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Section 2.0 Uses of the Information

The following questions are intended to delineate clearly the use of information and the
accuracy of the data being used.

2.1

2.2

23

24

Describe all the uses of information.

This data is being collected to determine the eligibility of producers, agents and loss
adjusters for the Federal Crop Insurance Program, to detail the amount and types of
claims to be processed and/or paid by the RMA on behalf of the FCIC, and to track
certain actuarial trends and data to determine viability of current and future insurance
products. Certain data is also utilized as the basis for determining expense
reimbursement and gain sharing between RMA and approved insurance providers. See
The Federal Crop Insurance Act (FCIA) section 506(m) Submission of Certain
Information.

What types of tools are used to analyze data and what type of data
may be produced?

The tools used are COTS office automation products (e.g., Excel) and no derivative
data is produced.

If the system uses commercial or publicly available data please
explain why and how it is used.

The tools used are COTS office automation products (e.g., Excel) and no derivative
data is produced.

Privacy Impact Analysis: Describe any types of controls that may be
in place to ensure that information is handled in accordance with the
above described uses.

Data is restricted to a valid business need. Where possible, data is redacted, masked, or
encrypted. Business need is verified by Agency management and is restricted to uses
for troubleshooting only.
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Section 3.0 Retention

The following questions are intended to outline how long information will be retained after the
initial collection.

3.1 How long is information retained?

Records are retained for 7 years after the closing of the crop insurance eligibility date.
This is usually 5 years after issuance.

3.2 Has the retention period been approved by the component records
officer and the National Archives and Records Administration

(NARA)?

Yes, in accordance with USDA Directive DR 3080-001: Appendix A: Scheduling
Records and NARA 36 CFR B - Records Management, Title 7 - Agriculture; Subtitle
B- Regulations of the Department of Agriculture.

3.3 Privacy Impact Analysis: Please discuss the risks associated with the
length of time data is retained and how those risks are mitigated.

The primary risk is that data could be exposed due to its long storage length. Data is
encrypted in the database while "at rest," minimizing the exposure and chance that it

can be misused.
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Section 4.0 Internal Sharing and Disclosure

The following questions are intended to define the scope of sharing within the United States
Department of Agriculture.

4.1 With which internal organization(s) is the information shared, what
information is shared and for what purpose?

The data is primarily shared with the RMA Strategic Data Analysis Division. This
group performs the forensic data mining of RMA's data, looking for indications of
Fraud, Waste, and Abuse.

4.2 How is the information transmitted or disclosed?

This data is transmitted via a dedicated VPN line.

4.3 Privacy Impact Analysis: Considering the extent of internal
information sharing, discuss the privacy risks associated with the
sharing and how they were mitigated.

Privacy risks exist during the transmission and storage of the data. The transmission
lines are over a dedicated, encrypted VPN to prevent interception and exploitation.
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Section 5.0 External Sharing and Disclosure

The following questions are intended to define the content, scope, and authority for information
sharing external to USDA which includes Federal, state and local government, and the private sector.

5.1

5.2

5.3

5.4

With which external organization(s) is the information shared, what
information is shared, and for what purpose?

Policy information is shared only with the Approved insurance Providers (AIP). These
are the very entities that collect the information. The AIPs use this information for
verification of policies they have issued. The AIP's use the Crop Insurance System to
collect and provide to FCIC all SSNs or EINSs that are required to be submitted by the
policyholder under the eligible crop insurance contract, and the SSNs of all
employees, affiliates, and other persons as required by FCIC procedures. SSNs or
EINs shall be protected, as prescribed in the Privacy Act of 1974 (5 USC § 552a), by
the Company and all of its affiliates with access to such information.

Is the sharing of personally identifiable information outside the
Department compatible with the original collection? If so, is it
covered by an appropriate routine use in a SORN? If so, please
describe. If not, please describe under what legal mechanism the
program or system is allowed to share the personally identifiable
information outside of USDA.

Yes, this information is only shared with the AIPs that collected the information.
Collection of data is conducted in accordance with the published SORN.

How is the information shared outside the Department and what
security measures safeguard its transmission?

The data is transferred via an encrypted VPN tunnel. AIP access is controlled via the
same 586 identification process as used by RMA.

Privacy Impact Analysis: Given the external sharing, explain the
privacy risks identified and describe how they were mitigated.

The additional risk is minimal as the AIP the data is shared with is the entity that
collects the data. The following measures are taken to mitigate the risk of a PII
incident:
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e All persons who have access to Protected Information or Personally
Identifiable Information within CIS, including, but not limited to, personnel,
contractors, service providers and affiliates of the Company, shall sign a
nondisclosure statement.

e In accordance with section 502(c) of the Act (7 US. C. § 1502(c)), neither the
Company, nor its personnel, or contractors, or affiliates may disclose to the
public any information provided by the policyholder unless such disclosure is
otherwise required by Federal law.

e The Company and all of its affiliates shall develop, implement, and maintain
information controls and systems, including those pertaining to all Protected
Information and records, in a manner consistent with the Federal Information
Security Management Act (FISMA) (44 USC§ 3541);

e In accordance to the SRA, the Company shall report any loss or unauthorized
disclosure of Protected Information or Personally Identifiable Information to
FCIC within one hour of discovery of the loss or unauthorized disclosure of
such information.
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Section 6.0 Notice

The following questions are directed at notice to the individual of the scope of information collected,
the right to consent to uses of said information, and the right to decline to provide information.

6.1

6.2

6.3

6.4

Does this system require a SORN and if so, please provide SORN
name and URL.

Yes:

FCIC-1 Accounts Receivable - Privacy Office | USDA

FCIC-2: Compliance Review Cases - 02-28667.pdf (govinfo.gov)
FCIC-3: Crop Insurance Actuarial Listing - Privacy Office | USDA
FCIC-5: Rejected Applications - Privacy Office | USDA

FCIC-6: Insurance Contract Analysis - Privacy Office | USDA
FCIC-7: Accounts Receivable - 02-30742.pdf (govinfo.gov)
FCIC-8: List of Ineligible Producers - 06-9981.pdf (govinfo.gov)
FCIC-10 Policyholder - 02-28475.pdf (govinfo.gov)

FCIC-11 Loss Adjuster - 03-7630.pdf (govinfo.gov)

Was notice provided to the individual prior to collection of
information?

Whenever a user submits their data to USDA, they will be presented with either a
privacy statement on a form or portal upon each customer login. The privacy statement
serves as notice to the individual, which details the type of information collected, the
right to consent to the provide information, and their right to decline to provide their
information. Data collected from other applications follow the same data collection
protocol.

Do individuals have the opportunity and/or right to decline to provide
information?

Upon submission of information via completed form or portal, customer have access to
the privacy statement, which details their option and right to decline providing their
information to USDA.

Do individuals have the right to consent to particular uses of the
information? If so, how does the individual exercise the right?

Within the privacy statement on submitted forms and portals, customers review their
option to consent to particular use of the information. The privacy statement also
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6.5

contains the SORN and SORN location, that thoroughly explains how USDA uses and
shares the information provided. By signing the document, the customer exercises their
right to consent to the use of their information. Additionally, the SORN explains that
customers may provide written consent when they'd like USDA share their information
to a specific entity, that's not already authorized by legal authority.

Privacy Impact Analysis: Describe how notice is provided to
individuals, and how the risks associated with individuals being
unaware of the collection are mitigated.

Within the privacy statement that is provided for review when customers submit forms
and/or complete portal submissions, notice is provided pertaining to what information
is collected, the right to consent to provide information, and their to right decline to
provide their information. Additionally, the privacy statement contains the location of
the associated SORN, which details all privacy concerns and rights pertaining the
collected information. For users unaware of the use of their information, a mitigation
strategy is customers may contact USDA at any time and be connected to the FPAC
Privacy Officer, who will explain the collection and use of their information.
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Section 7.0 Access, Redress and Correction

The following questions are directed at an individual’s ability to ensure the accuracy of the
information collected about them.

7.1

7.2

7.3

What are the procedures that allow individuals to gain access to their

information?

The privacy statement that is presented to customers upon submission of their
information contains the location of the SORN associated with the data collected.
The SORN provides instructions to the customer concerning how to gain access
to their information. Specifically, the SORN states that individuals may make a
written request to the system manager, mailed in an envelope with a letter
marked "Privacy Act Request." The statement specifies that the customer must
provide their name, address, zip code, name of the system of records, year of the
request, and other pertinent information to help identify the file.

What are the procedures for correcting inaccurate or erroneous
information?

The privacy statement that is presented to customers upon submission of their
information contains the location of the SORN associated with the data
collected. The SORN provides instructions to the customer concerning how to
correct inaccurate or erroneous information found within their records.
Specifically, the SORN states that individuals may make a written request to
the system manager with the reason for contesting the accuracy of the
information within their record, their proposed amendment to the inaccurate
information, and supporting documentation that details how the information is
inaccurate or erroneous. The statement specifies that the customer must
provide their written statement with their name, address, zip code, name of the
system of records, year of the records in question, and any other pertinent
information to help identify the file.

How are individuals notified of the procedures for correcting their
information?

Upon submission of customer information on forms or via portal submissions,
they are provided with a privacy statement. The privacy statement provides
the location of the SORN, which acts as the notification to the customers
concerning the procedures for correcting their information.
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7.4 If no formal redress is provided, what alternatives are available to the
individual?

If no redress is provided, customers may contact the agency Privacy Officer
for any questions concerning their information.

7.5 Privacy Impact Analysis: Please discuss the privacy risks associated

with the redress available to individuals and how those risks are
mitigated.

A privacy risk associated with the redress available to an individual is a third-
party request for that individual's information. The risk is mitigated by review

of the request to ensure there is proper legal authority for the information to be
disclosed
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Section 8.0 Technical Access and Security

The following questions are intended to describe technical safeguards and security measures.

8.1

8.2

8.3

What procedures are in place to determine which users may access
the system and are they documented?

A least privilege approach is enforced. Users that have write access in development
environments may not have write access in production. Access has to be approved by a
supervisor and system administrator to ensure that both business need and separation of
duties exist. These procedures are documented in RMA Security Policy I 0025. Users will
not have direct access to the database housing PII information. All users will be utilizing
various authorized applications to view PII data. Database schemas have been introduced to
segment the data so that an application only gets access to the data it needs to access. Data
is accessed via role-based authentication on the databases. Unless a user has a specific role
on the database server AND a valid active directory account, then there is no way to access
the data. Further, sensitive data is encrypted on the database and not displayed on any web-
based interface. When necessary to be displayed, the data is truncated.

Will Department contractors have access to the system?

- Yes, Department contractors with a need to know will have access as part of their
regular assigned duties. Contractors are required to undergo mandatory background
investigations commensurate with the sensitivity of their responsibilities, in compliance
with Federal requirements and must obtain Level 2 eAuthentication access

- As part of the FPAC onboarding process, contractors must meet all requirements for
access to applications. Through the USDA Rules of Behavior, they are not allowed to
download, share, store or print any USDA specific data.

- All roles are approved on a need-to-know basis via FPAC BC management

- Contractors are required to sign NDAs as per the USDA FPAC BC Onboarding process

Describe what privacy training is provided to users either generally
or specifically relevant to the program or system?

Once hired, privacy training and security awareness training is completed prior to gaining
access to a workstation. The privacy training addresses user’s responsibilities to protect
privacy data and how to protect it.
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8.4 Has Certification & Accreditation been completed for the system or
systems supporting the program?

FIPS-199 Security Categorization of system = Moderate
Date initial ATO was granted = 11/21/2013

Date current ATO was granted = 8/24/2020

Date current ATO expires = 8/23/2023

8.5 What auditing measures and technical safeguards are in place to
prevent misuse of data?

Database activity monitoring has been implemented. This provides a distinct record of
what user/account performed what action on any given database. The networks and
supporting systems are protected via firewalls and actively monitored with intrusion
detection system

8.6 Privacy Impact Analysis: Given the sensitivity and scope of the
information collected, as well as any information sharing conducted
on the system, what privacy risks were identified and how do the
security controls mitigate them?

Privacy risks include the browsing, illicit downloading, and exposure of data.
These risks have been mitigated by placing strict access controls on the data,
monitoring of the data and system files for misuse, and the encryption of the
data when not in use. Additionally, mitigating controls are mapped back to
SSP in CSAM. Quarterly access reviews are done to ensure risks are
properly mitigated.
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Section 9.0 Technology

The following questions are directed at critically analyzing the selection process for any technologies
utilized by the system, including system hardware and other technology.

9.1 What type of project is the program or system?

Major Application

9.2 Does the project employ technology which may raise privacy
concerns? If so, please discuss their implementation.

No. The technology used is all COTS. RMA has built some business rules on
top of the COTS, but no real new technology has been developed.
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Section 10.0 Third Party Websites/Applications

The following questions are directed at critically analyzing the privacy impact of using third
party websites and/or applications.

10.1 Has the System Owner (SO) and/or Information Systems Security
Program Manager (ISSPM) reviewed Office of Management and
Budget (OMB) memorandums M-10-22 “Guidance for Online Use of
Web Measurement and Customization Technology” and M-10-23
“Guidance for Agency Use of Third-Party Websites and
Applications”?

Yes, no third-party hosting or application websites are being used.

10.2 What is the specific purpose of the agency’s use of 3" party websites
and/or applications?

The use of third-party websites is restricted to communicating the escrow payment
amount for an AIP. No PII or financial information is processed by the third-party
application.

10.3 What personally identifiable information (PII) will become available
through the agency’s use of 3" party websites and/or applications.

N/A - No PII or financial information is processed by the third-party application.

10.4 How will the PII that becomes available through the agency’s use of
3" party websites and/or applications be used?

N/A - No PII or financial information is processed by the third-party application.

10.5 How will the PII that becomes available through the agency’s use of
3" party websites and/or applications be maintained and secured?

N/A - No PII or financial information is processed by the third-party application.

10.6 Is the PII that becomes available through the agency’s use of 3" party
websites and/or applications purged periodically?

N/A - No PII or financial information is processed by the third-party application.
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10.7 Who will have access to PII that becomes available through the
agency’s use of 3" party websites and/or applications?

N/A - No PII or financial information is processed by the third-party application.

10.8 With whom will the PII that becomes available through the agency’s
use of 3" party websites and/or applications be shared - either
internally or externally?

N/A - No PII or financial information is processed by the third-party application.

10.9 Will the activities involving the PII that becomes available through
the agency’s use of 3" party websites and/or applications require
either the creation or modification of a system of records notice

(SORN)?

N/A - No PII or financial information is processed by the third-party application.

10.10 Does the system use web measurement and customization technology?

No

10.11 Does the system allow users to either decline to opt-in or decide to
opt-out of all uses of web measurement and customization

technology?

No

10.12 Privacy Impact Analysis: Given the amount and type of PII that
becomes available through the agency’s use of 3" party websites
and/or applications, discuss the privacy risks identified and how they

were mitigated.

While there is no PII processed or stored in the third-party application, security rules
are written into the contract to ensure that the security of both systems is maintained.
These security rules will be included in the RMA continuous monitoring plan where
applicable or reviewed annually. Because there is no PII transmitted to the third party,

privacy risk is minimal.
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