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Abstract

The OIG IT Infrastructure (OIG GSS) is owned and operated by the Office of Inspector General
(OIG). The OIG GSS is a network information technology computing environment made up of
infrastructure (network devices, email, blackberry, administrative and file/print servers and
security devices) that is used to support OIG in three primary business functions: OIG’s Internal
Business Units; OIG Audits; and OIG Investigations. This privacy impact assessment is being
conducted to document the privacy protections that are in place for OIG GSS.

Overview

The purpose of the OIG GSS is to provide OIG with a method of supporting over five hundred
(500+) users and connecting approximately 37 field offices with the necessary infrastructure to
share applications, information, and resources in support of OIG’s mission to conduct audits
and investigations to promote economy, efficiency, and effectiveness and prevent fraud and
abuse in USDA’s programs and operations. The GSS system contains the backbone network
infrastructure, data storage, email, blackberry, etc. that relate to internal operations, audits, and
investigations. The Office of Inspector General was legislatively established in 1978 with the
enactment of the Inspector General Act (Public Law 95-452). The act requires the Inspector
General to independently and objectively perform audits and investigations of the Department’s
programs and operations.
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Section 1.0 Characterization of the Information

The following questions are intended to define the scope of the information requested and/or
collected as well as reasons for its collection as part of the program, system, rule, or technology
being developed.

1.1

What information is collected, used, disseminated, or maintained in
the system?

The system includes many types of information, for example, information on
individuals who are part of an audit or investigation, internal staff correspondence,
copies of subpoenas issued during an investigation, affidavits, witness statements,
transcripts of testimony, notes, reports, etc. The type and amount of PII collected
depends on the objective and topic of the investigation or audit.

What are the sources of the information in the system?

Information contained in this system is obtained from

1) USDA agencies

2) Other Federal and State Government agencies;
3) Non-Government commercial organizations; and
4) Publically available data sources.

Why is the information being collected, used, disseminated, or
maintained?

The records maintained in this system are used by the USDA, OIG to fulfill its
statutory mission under the Inspector General Act, as amended, to conduct, supervise,
and coordinate audits and investigations relating to the programs and operations of
USDA,; and to promote economy, efficiency, and effectiveness in the administration
of, and prevent and detect fraud and abuse in, the programs and operations of USDA.
The results of these data analysis activities, including fraud leads and vulnerability
assessments, may be used in the conduct of OIG audits, investigations, and other
activities.

Information is being collected so that OIG will have access to a single repository of
data for purposes of conducting data modeling, investigative and audit assistance, and
predictive analytics. Information will be collected, stored, and maintained to support
and perform the various aspects of the OIG mission.

How is the information collected?

The information is collected in a myriad of ways, including but not limited to: data
extracts, manually entered data, public records, legal documents, investigations,
surveys, subpoenas, internet research, emails, interviews, meetings, investigations, and
audit activities.

Page 6



1.5

1.6

1.7

Privacy Impact Assessment
OIG IT Infrastructure (OIG GSS)

How will the information be checked for accuracy?

Information is reviewed by internal OIG administrative staff, investigators, auditors,
and their sources in other agencies/organizations. Since OIG receives data from
agencies, commercial entities, or publically available sources rather than from
individuals directly, OIG relies on data source owners to check for data accuracy on a
routine basis.

What specific legal authorities, arrangements, and/or agreements
defined the collection of information?

The IG Act authorizes OIG to have access to “all record, reports, audits, reviews,
documents, papers, recommendations, or other material” maintained by the USDA.
OIG GSS is an authorized repository for information collected under Inspector
General Act of 1978, 5 U.S.C. app.; 5 U.S.C. 301; 7 U.S.C. 2270.

Privacy Impact Analysis: Given the amount and type of data
collected, discuss the privacy risks identified and how they were
mitigated.

OIG GSS is a collection point for PIl and potentially incriminating information. OIG
GSS is protected by two-factor authentication and file level permission restrictions.
Furthermore, OIG GSS may be accessed remotely only using an OIG issued computer
via OIG’s Virtual Private Network (VPN) and by suppling valid two-factor
authentication credentials. For those few exceptions to LincPass two-factor
authentication, unique username and complex password is required to log into the
system and access to the data is strictly enforced, once within the OIG GSS
environment.

The exposure/risk to privacy is low. The data is primarily collected from USDA
agencies and OIG components, such as, Investigations, Audit, Management, and
FOIA. The risk for data in motion is mitigated through the use of approved network
level encryption techniques, role-based access control, auditing, and data loss
prevention measures. The risk for data at rest is mitigated through access control, data
security. The risk for data in use is mitigated through appropriate host based security.
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Section 2.0 Uses of the Information

The following questions are intended to delineate clearly the use of information and the
accuracy of the data being used.

2.1

Describe all the uses of information.

The information will be used to perform OIG audits, law enforcement investigations,
and other activities, to identify indicators of fraud, and more generally to promote the
effectiveness and integrity of USDA programs.

What types of tools are used to analyze data and what type of data
may be produced?

The types of tools utilized to analyze data include file integrity tools, data
classification processes. The types of data that can be produced vary depending on the
audit, investigation, or internal requirement.

If the system uses commercial or publicly available data please
explain why and how it is used.

The system is designed to collect external commercial data or publically available
data. External commercial data or publicly obtained data will be used as appropriate
for comparative analysis to assist with Investigations, Audit, and other reviews.

Privacy Impact Analysis: Describe any types of controls that may be
in place to ensure that information is handled in accordance with the
above described uses.

The system implements various security concepts in order to ensure that information is
handled appropriately. This includes, but is not limited to, the concept of least
privilege, separation of duties, logging, real time alerting, access escalation prevention
and detection, and Rules of Behavior requirements. OIG Rules of Behavior forms
define appropriate behavior for both users and administrators of the GSS system.

The system complies with NIST 800-53 controls requirements. This includes controls
covering access control, risk management, audit and accountability, awareness and
training, contingency planning, identification and authentication, system and
information integrity, incident response, maintenance, media protection and more. The
system security complies with USDA requirements to ensure that information is
handled appropriately.
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Section 3.0 Retention

The following questions are intended to outline how long information will be retained after the
initial collection.

3.1

How long is information retained?

All information contained will be retained in compliance with NARA Guidelines,
which vary from five to ten years according to OIG Directive 1G-2186 CH6. Law
Enforcement and investigation records are retained according to law enforcement-
specific directives.

Has the retention period been approved by the component records
officer and the National Archives and Records Administration
(NARA)?

Yes

Privacy Impact Analysis: Please discuss the risks associated with the
length of time data is retained and how those risks are mitigated.

All data, whether new or old, is exposed to the same potential risk at any given
moment. Data is protected by two-factor network authentication, a mandatory
username and complex password is required to access the system. Access to data is
controlled via role based access control, which limits risk of adverse use.
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Section 4.0 Internal Sharing and Disclosure

The following questions are intended to define the scope of sharing within the United States
Department of Agriculture.

4.1

With which internal organization(s) is the information shared, what
information is shared and for what purpose?

Information may be shared with USDA and other OIG employees and contractors to
carry out audit functions, investigation cases, or other support tasks. Only individuals
approved by OIG management will be allowed access to information on the OIG
GSS. OIG HRMD may share P11/SSN/payroll information to/from USDA National
Finance Center for routine recurring payroll purposes.

How is the information transmitted or disclosed?

The information may be transmitted through electronic mail or delivered via
portable media such as a flash drive, optical media, or a hard drive; or direct network
data transfer via SharePoint and/or via OneDrive. When necessary, information may
be redacted, marked for limited distribution, and/or encrypted.

Privacy Impact Analysis: Considering the extent of internal
information sharing, discuss the privacy risks associated with the
sharing and how they were mitigated.

In addition, each project is limited to only those persons with a need-to-know through
the use of internal, granular permissions. Dissemination of information is governed
by internal policy.

The risk of insider threat exposure is mitigated through the use of Rules of Behavior
agreements and directives. Training on the sensitivity of the information and the
restrictions on disclosure is performed. This training is designed to prevent inadvertent
insider threat mistakes and to deter intentional insider threat exfiltration.

Data is protected by two-factor network authentication and access rights are restricted
to certain individuals/groups.

Page 10



US DA Privacy Impact Assessment

e OIG IT Infrastructure (OIG GSS)

Section 5.0 External Sharing and Disclosure

The following questions are intended to define the content, scope, and authority for information
sharing external to USDA, which includes Federal, state and local government, and the private sector.

5.1 With which external organization(s) is the information shared, what
information is shared, and for what purpose?

OIG may have a need to share information with other Federal, state, or local
government authorities in order to assist with audit and investigation proceedings.
OIG may publish results or derivations of information as part of the audit and
investigation process.

OIG documents routine uses of information for the OIG GSS system in its System of
Record Notification (SORN) that cover information sharing practices. OIG’s SORN is
available in the Federal Register at 82 Fed. Reg. 7,795 (Jan. 23, 2017).

OIG HRMD may share PI11/SSN/payroll information to/from USDA National Finance
Center for routine recurring payroll purposes.

5.2 Isthe sharing of personally identifiable information outside the
Department compatible with the original collection? If so, is it
covered by an appropriate routine use in a SORN? If so, please
describe. If not, please describe under what legal mechanism the
program or system is allowed to share the personally identifiable
information outside of USDA.

Yes, sharing of PIl outside of the Department is generally compatible with the
original collection. A record from this system containing Pl may be disclosed
outside of the Department, if OIG determines that such a release is compatible with
the purpose for which the records were collected. In addition to those disclosures
generally permitted under the Privacy Act, 5 U.S.C. 552a (b), all or a portion of the
records or information contained in this system may be disclosed to authorized
entities described in 8 5.1, determined to be relevant and necessary, as a routine use
pursuant to 5 U.S.C. 552a (b) (3). The routine uses for the GSS system can be found
at USDA/OIG-8 at 82 Fed. Reg. 7,795 (Jan. 23, 2017) and 80 Fed. Reg. 48,486 (Aug.
13, 2015) (OIG’s routine uses). The Inspector General Act of 1978 allows OIG to
collect, review, and share as necessary P11 for the purpose of IG investigations
including Law Enforcement.

5.3 How is the information shared outside the Department and what
security measures safeguard its transmission?

Page 11



OIG IT Infrastructure (OIG GSS)

US DA Privacy Impact Assessment

e

5.4

The Inspector General Act of 1978 allows OIG to collect, review, and share as
necessary P11 for the purpose of IG investigations including Law Enforcement. OIG
shares PII with various State and Local law enforcement agencies.

OIG GSS does comply with 1G-2595, Security and Privacy, 1G-8440, Obtaining and
Preserving Evidence when handling all data, and 1G-2186 Records Creation, Retention,
and Disposition. Information shared electronically is encrypted in compliance with the
FIPS 140-2 security standard. When physical transport of PII is necessary, OIG
follows the Department’s double wrap procedures.

Privacy Impact Analysis: Given the external sharing, explain the
privacy risks identified and describe how they were mitigated.

The risk of data leakage once information is shared cannot be entirely mitigated;
however, OIG utilizes multiple techniques to mitigate the risk of data leakage through
the use of secure technologies, policies, procedures, detection mechanism, and
approval requirements. OIG secures PII in transit with Transport Layer Security
(“TLS”) encryption when sending PII to partner (State and Local) Law Enforcement
agencies.
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Section 6.0 Notice

The following questions are directed at notice to the individual of the scope of information collected,
the right to consent to uses of said information, and the right to decline to provide information.

6.1 Was notice provided to the individual prior to collection of
information?

Subjects of a criminal investigation, audit, or review are unlikely to receive prior
notice their information is, or will be collected. The IG Act of 1978 specifically
grants the Office of Inspector General (OIG) the administrative authority to receive
full access to all records and materials available to the Agency; determine which
audits, investigations, inspections, and reviews are necessary and issue appropriate
reports; and issue subpoenas for non-Federal records.

Since OIG GSS receives data from agencies, commercial entities, or publically

available sources but not individuals, OIG does not have a need to directly notify
individuals.

The SORN for OIG GSS; however, does provide public notice that OIG may be
using individual’s information in the system.

6.1.1 Privacy Act Exemptions for Law Enforcement Activities

The Privacy Act (5 USC 552a) generally provides that any person has a right
— enforceable in court — of access to federal agency records in which that
person is a subject, except to the extent that such records (or portions thereof)
are protected from disclosure by one of nine exemptions. When a portion of a
record is withheld from public release, the subsection of the Privacy Act law
describing that exemption or exemptions may be found in the margin next to
or directly on top of where the withheld text would have been found. The list

below describes the type of material withheld under each subsection of the
Privacy Act.

6.1.2 Exemptions

(d) (5) Information compiled in reasonable anticipation of a civil action or
proceeding.

(3)(2) Material reporting investigative efforts pertaining to the enforcement
of criminal law, including efforts to prevent, control or reduce crime or
to apprehend criminals.

(k) (1) Information that is currently and properly classified pursuant to an
executive order in the interest of the national defense or foreign policy
— for example, information involving intelligence sources or methods.

Page 13




US DA Privacy Impact Assessment

6.2

6.3

OIG IT Infrastructure (OIG GSS)

(k) (2) Non-criminal law enforcement records complied by any agency, or
criminal law enforcement records compiled by a non-principal law
enforcement agency which did not result in loss of a right, benefit or
privilege under federal programs, or which would identify a source
who furnished information pursuant to a promise that his/her identity
would be held in confidence.

(k) (3) Material maintained in connection with providing protective services
to the U.S. President or any other individual pursuant to the authority
of Title 16, U.S. Code, Section 3056.

(k) (4) Required by statute to be maintained and used solely as statistical
records.

(k) (5) Investigative material compiled solely for the purpose of determining
suitability, eligibility, or qualifications for federal civilian
employment or for access to classified information, the disclosure of
which would reveal the identity of the person who furnished
information pursuant to a promise that his/her identity would be held
in confidence.

(k) (6) Testing or examination material used to determine individual
qualifications for appointment or promotion in federal government
service — the release of which would compromise the testing or
examination process.

(k) (7) Material used to determine the potential for promotion in the armed
services, the disclosure of which would reveal the identity of the
person who furnished the material pursuant to the promise that his/her
identity would be held in confidence.

Do individuals have the opportunity and/or right to decline to provide
information?

OIG GSS receives data from agencies, commercial entities, or publically available sources
but not individuals. Individuals have the right to refuse to answer OIG questions.

Pl collected for Law Enforcement activities is exempt, per the 1978 1G Act and the 1974
Privacy Act, from ‘opportunity to decline.” Further, this PII is retrieved from existing
government databases and is not solicited directly from the subject of investigation
interest.

Do individuals have the right to consent to particular uses of the
information? If so, how does the individual exercise the right?

No because information is not gathered by OIG directly from individuals.

P11 collected for Law Enforcement activities is exempt, per the 1978 IG Act and the
1974 Privacy Act, from ‘right to consent.’ Please see the list of exemptions above.
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Describe how notice is provided to individuals, and how the risks
associated with individuals being unaware of the collection are
mitigated.

The information contained in OIG GSS is used to support OIG investigations, audit, and
for personnel, criminal, or investigatory matters. This information is integral to the OIG
purpose and function as provided in the SORN (USDA/OIG-1/9). This information is used
for official OIG operations and is not accessible to non-OIG personnel or to unauthorized
OIG personnel without a valid work requirement and need to know.

No because information is not gathered by OIG directly from individuals.

PII collected for Law Enforcement activities is exempt, per the 1978 IG Act and the 1974
Privacy Act, from ‘right to consent.” Please see the list of exemptions above.
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Section 7.0 Access, Redress and Correction

The following questions are directed at an individual’s ability to ensure the accuracy of the
information collected about them.

7.1

What are the procedures that allow individuals to gain access to their
information?

An individual may request access to a record in this system, which pertains to him/her
by submitting a written request to the Counsel to the Inspector General, Office of
Inspector General, U.S. Department of Agriculture, 1400 Independence Avenue SW,
Stop 2308, Washington, DC 20250-2308. Users who would request access would
include all OIG employees, whose PII (SSN) is stored by HRMD, and shared with
USDA NFC, for purposes of routine payroll processing.

For PII that is not gathered by OIG directly from individuals, but rather from law
enforcement databases, there is no mechanism for these subjects of law enforcement
investigations to request/gain access to their PII.

PII collected for Law Enforcement activities is exempt, per the 1978 IG Act and the 1974
Privacy Act, from ‘right to request access.” Please see the list of exemptions above.

What are the procedures for correcting inaccurate or erroneous
information?

An individual may contest information in this system that pertains to him/her by
submitting a written request to the Counsel to the Inspector General, Office of
Inspector General, U.S. Department of Agriculture, 1400 Independence Avenue SW.,
Stop 2308, Washington, DC 20250-2308. This system may contain records originated
by USDA agencies and contained in USDA's other systems of records. Where
appropriate, coordination will be effected with the appropriate USDA agency
regarding individuals contesting records in the relevant system of records.

Users who would request access would include all OIG employees, whose PIl (SSN)
is stored by HRMD, and shared with USDA NFC, for purposes of routine payroll
processing.

For PII that is not gathered by OIG directly from individuals, but rather from law
enforcement databases, there is no mechanism for these subjects of law enforcement
investigations to request/gain access to their PII.

PIl collected for Law Enforcement activities is exempt, per the 1978 IG Act and the 1974
Privacy Act, from ‘right to correct.” Please see the list of exemptions above.
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How are individuals notified of the procedures for correcting their
information?

Notice is provided consistent with SORN USDA/OIG-1/9, originally established on
March 5, 2009 (74 Fed. Reg. 9,584) and updated on August 13, 2015 (80 Fed. Reg.
48,486) and January 23, 2017, 82 Fed. Reg. 7,795.

Users who would request access would include all OIG employees, whose PIl (SSN)
is stored by HRMD, and shared with USDA NFC, for purposes of routine payroll
processing.

For PII that is not gathered by OIG directly from individuals, but rather from law
enforcement databases, there is no mechanism for these subjects of law enforcement
investigations to request/gain access to their PII.

PII collected for Law Enforcement activities is exempt, per the 1978 IG Act and the 1974
Privacy Act, from ‘right to correct.” Please see the list of exemptions above.

If no formal redress is provided, what alternatives are available to the
individual?

Redress is provided as stated above in Question 7.3.

For PII that is not gathered by OIG directly from individuals, but rather from law
enforcement databases, there is no mechanism for these subjects of law enforcement
investigations to request/gain access to their PII.

PIl collected for Law Enforcement activities is exempt, per the 1978 IG Act and the 1974
Privacy Act, from ‘right to correct.” Please see the list of exemptions above.

Privacy Impact Analysis: Please discuss the privacy risks associated
with the redress available to individuals and how those risks are
mitigated.

Individuals can request access to information about them through the FOIA and
Privacy Act process and may request that their information be amended by contacting
Counsel to the Inspector General, Office of Inspector General, U.S. Department of
Agriculture, 1400 Independence Avenue SW, Room 441-E, Washington, DC 20250-
2308.

The nature of OIG GSS and the data collected, processed, and stored is such that the
ability of individuals to access or correct their information will be limited.

However, outcomes are not predetermined and each request for access or correction is
individually evaluated.
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Access to the records contained in this system of records could inform the subject of
an audit, review, or investigation of an actual or potential criminal, civil, or regulatory
violation, to the existence of the investigation, and reveal investigative interest on the
part of USDA-OIG or another agency; access to the records could permit the
individual who is the subject of a record to impede the investigation, to tamper with
witnesses or evidence, and to avoid detection or apprehension. Amendment of the
records could interfere with ongoing investigations and law enforcement activities and
would impose an impossible administrative burden on investigative agencies.
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Section 8.0 Technical Access and Security

The following questions are intended to describe technical safeguards and security measures.

8.1 What procedures are in place to determine which users may access
the system and are they documented?

Access to records in the system is limited to authorized personnel whose official duties
require such access and is based upon the principle of least privilege. Data is
protected through network single sign-on two-factor authentication, database
usernames and complex passwords, database permissions, software controls, and
encryption. Managers are responsible for requesting and approving specific access for
individuals through an electronic form. IT Specialists receive the approved requests,
grant the necessary permission(s), and document the change on the same form.
Individuals must also pass the mandatory USDA Information Security Awareness
training and sign the Rules of Behavior forms before gaining access to the system.

8.2  WIill Department contractors have access to the system?

OIG contractors will have access to the system; however, USDA department
contractors do not have access to the system.

8.3 Describe what privacy training is provided to users either generally
or specifically relevant to the program or system?

All OIG personnel have privacy training in accordance with the following:

e Computer based PII training will be provided to all OlIG employees on an annual
basis.

e This training provides a brief overview of USDA’s definition of PII, user’s
responsibility to safeguard and protect it, and laws and guidelines governing PII.

e “Information Security Awareness” training is required for all OIG employees,
contractors, and other personnel before access to any OIG system. This training
discusses data security involving PII. In addition, this training is paired with a
Rules of Behavior form that requires users to agree to certain policies regarding
the handling of PII.

e OIG provides access to privacy policies and guidelines to all employees. OIG
routinely sends reminders to all users regarding Privacy policies and PII
protections.

8.4 Has Assessment and Authorization (A&A) been completed for the
system or systems supporting the program?

Yes. The most recent ATO for the OIG GSS Infrastructure system was July 2021.
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What auditing measures and technical safeguards are in place to
prevent misuse of data?

The system has audit capabilities that allow the ability to perform incident response
and investigation type activities. The system has real time alerts set up for known
potential misuse for behaviors such as privilege escalation. The system complies with
NIST 800-53 requirements that help prevent the misuse of data such as routine audits
and log retention requirements.

All information stored in this system is secured by utilizing database security
technology and is resistant to tampering and circumvention by unauthorized users.
Access to data by all authorized users will be monitored using both automated and
manual controls. The information is accessed by authorized users on a “need-to-know”
basis and intended systems usage basis.

Privacy Impact Analysis: Given the sensitivity and scope of the
information collected, as well as any information sharing conducted
on the system, what privacy risks were identified and how do the
security controls mitigate them?

The risk that personally identifiable information will be used inappropriately is
mitigated by security training and by the use of audit mechanisms that log and monitor
user activity. The assignment of roles to users to establish their access requirements
based on their functions and regular review of those roles mitigates the risk that users
will be able to access information beyond their requirements.

The risk of data leakage once information is shared cannot be entirely mitigated;
however, OIG informs recipients that the information they are receiving contains PIl and
that they are responsible for its safekeeping.
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Section 9.0 Technology

The following questions are directed at critically analyzing the selection process for any technologies
utilized by the system, including system hardware and other technology.

9.1 What type of project is the program or system?

This is a general support system.

9.2 Does the project employ technology which may raise privacy
concerns? If so, please discuss their implementation.

No. In particular, our email is encrypted at rest in Office365, and our e-mail
transmissions are encrypted in transit with TLS encryption.
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Section 10.0 Third Party Websites/Applications

The following questions are directed at critically analyzing the privacy impact of using third
party websites and/or applications.

10.1

10.2

10.3

10.4

10.5

Has the System Owner (SO) and/or Information Systems Security
Program Manager (ISSPM) reviewed Office of Management and
Budget (OMB) memorandums M-10-22 “Guidance for Online Use of
Web Measurement and Customization Technology” and M-10-23
“Guidance for Agency Use of Third-Party Websites and
Applications”?

Yes.

What is the specific purpose of the agency’s use of 3" party websites
and/or applications?

OIG will uses only Microsoft Office 365 SharePoint and OneDrive, and Amazon Web
Service S3 bucket 3" party websites/applications to store or manipulate OIG data.

OIG may use 3" party websites/applications (i.e. government databases, law
enforcement databases) to reference information in the course of a law enforcement
investigation.

What personally identifiable information (P11) will become available
through the agency’s use of 3rd party websites and/or applications.

No information will become available — PI1 is collected by OIG from existing
databases and is not published by OIG. OIG does not make its Pll available (with the
exception of OIG employees, whose P1I (SSN) is stored by HRMD, and shared with
USDA NFC, for purposes of routine payroll processing).

How will the P11 that becomes available through the agency’s use of
3rd party websites and/or applications be used?

No information will become available — PIlI is collected by OIG from existing
databases and is not published by OIG. OIG does not make its Pl available (with the
exception of OIG employees, whose Pl (SSN) is stored by HRMD, and shared with
USDA NFC, for purposes of routine payroll processing).

How will the P11 that becomes available to OIG through the agency’s
use of 3rd party websites and/or applications be maintained and
secured?

OIG will uses only Microsoft Office 365 SharePoint and OneDrive, and Amazon
Web Service S3 bucket 3" party websites/applications to store or manipulate OIG

data.
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However, no OIG data becomes externally available on 3™ party websites/applications.

Information collected will be transmitted and stored using secure technologies and is
shared only with authorized 3" parties such as State and Local Law Enforcement and
USDA NFC. Data in motion is secured using approved network level encryption
techniques and data loss prevention measures. Data at rest is secured through access
control, data security, and the encryption of the data. Data in use is secured through
appropriate host based security.

Is the P11 that becomes available through the agency’s use of 3rd
party websites and/or applications purged periodically?

OIG will uses only Microsoft Office 365 SharePoint and OneDrive, and Amazon Web
Service S3 bucket 3" party websites/applications to store or manipulate OIG data.
However, no OIG data becomes externally available on 3 party websites/applications.
If so, is it done automatically?

N/A
If so, is it done on a recurring basis?

N/A

Who will have access to P11 that becomes available through the
agency’s use of 3" party websites and/or applications?

OIG will uses only Microsoft Office 365 SharePoint and OneDrive, and Amazon Web
Service S3 bucket 3" party websites/applications to store or manipulate OIG data.

However, no OIG data becomes externally available on 3' party websites/applications.

Information collected using 3 party websites/applications will be stored in a secure
manner within the OIG GSS system that provides role based access control. These
roles are based on the concept of least privilege.

With whom will the P11 that becomes available through the agency’s
use of 3rd party websites and/or applications be shared - either
internally or externally?

OIG will uses only Microsoft Office 365 SharePoint and OneDrive, and Amazon Web
Service S3 bucket 3™ party websites/applications to store or manipulate OIG data.
However, no OIG data becomes externally available on 3" party websites/applications.

Information collected from 3™ party websites/applications will not be shared however
the output of the audits and investigations may get shared as defined in this systems
System of Record Notice.
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10.9 Will the activities involving the P11 that becomes available through
the agency’s use of 3rd party websites and/or applications require
either the creation or modification of a system of records notice
(SORN)?

Because no OIG data becomes externally available on 3" party websites/applications
no modification of the current system or record notice is needed.

10.10 Does the system use web measurement and customization technology?

No.

If so, is the system and procedures reviewed annually to demonstrate compliance to
OMB M-10-23?

Not applicable

10.11 Does the system allow users to either decline to opt-in or decide to
opt-out of all uses of web measurement and customization
technology?

No.

If so, does the agency provide the public with alternatives for acquiring comparable
information and services?

Not applicable

10.12 Privacy Impact Analysis: Given the amount and type of PII that
becomes available through the agency’s use of 3" party websites
and/or applications, discuss the privacy risks identified and how they
were mitigated.

No OIG data becomes externally available on 3™ party websites/applications so those
privacy risks are mitigated. On SharePoint, OneDrive, and AWS S3 buckets, all data
is stored in FedRAMP-accredited systems that mitigate risks to privacy.

OIG mitigates the privacy risk exposure of collecting information from 3" party
websites/applications data by using secure technologies to transmit and store data. The
OIG GSS system limits adverse use using a variety of policies, technologies, and
security requirements to ensure the confidentiality, integrity, and availability of the
data in the OIG GSS system.
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Appendix A. Acronyms

Acronyms used in this document are listed below in alphabetical order.

Acronym Description
A&A Assessment and Authorization (formerly Certification &
Accreditation (C&A))
AOP Agency Official for Privacy
CIO Chief Information Officer
CISO Chief Information Security Officer
CPO Chief Privacy Officer
CSAM Cyber Security Assessment and Management
GSS General Support System
EOM End of Month
NIST National Institute of Standards and Technology
OoMB Office of Management and Budget
PIA Privacy Impact Assessment
Pl Personal Identifiable Information
PTA Privacy Threshold Analysis
SAOP Senior Agency Official for Privacy
SORN System of Record Notice
SP Special Publication
SSN Social Security Number
SSP System Security Plan
TIN Tax Identification Number
USDA United States Department of Agriculture “Department’)
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Appendix B. Definitions

Term

Definition

Third party websites/applications

The term “third-party websites or
applications” refers to web-based
technologies that are not exclusively operated
or controlled by a government entity, or web-
based technologies that involve significant
participation of a nongovernment entity.
Often these technologies are located on a
“.com” website or other location that is not
part of an official government domain.
However, third-party applications can also be
embedded or incorporated on an agency’s
official website.
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Appendix C. NIST SP 800-53 Revision 4

Privacy controls are the administrative, technical, and physical safeguards employed within
organizations to protect and ensure the proper handling of PIl. There are eight privacy
control families with each family aligning with one of the Federal Information Processing
Standards (FIPS.) The privacy control families can be implemented at the organization,
department, agency, component, office, program, or information system level, under the
leadership of the Senior Agency Official for Privacy (SAOP) or Chief Privacy Officer
(CPO)! andin coordination with the Chief Information Security Officer (CISO), Chief
Information Officer (C10), program officials, and legal counsel. Table below provides a
summary of the privacy controls by family in the privacy control catalog

TABLE J-1: SUMMARY OF PRIVACY CONTROLS BY FAMILY

CNTL PRIVACY CONTROLS
AP Authority and Purpose
AP-1 | Authority to Collect
AP-2 | Purpose Specification
AR Accountability, Audit, and Risk Management
AR-1 | Governance and Privacy Program
AR-2 | Privacy Impact and Risk Assessment
AR-3 | Privacy Requirements for Contractors and Service Providers
AR-4 | Privacy Monitoring and Auditing
AR-5 | Privacy Awareness and Training
AR-6 | Privacy Reporting
AR-7 | Privacy-Enhanced System Design and Development
AR-8 | Accounting of Disclosures
DI Data Quality and Integrity
DI-1 Data Quality
DI-2 Data Integrity and Data Integrity Board
DM Data Minimization and Retention
DM-1 | Minimization of Personally Identifiable Information
DM-2 | Data Retention and Disposal
DM-3 | Minimization of Pl Used in Testing, Training, and Research

IP Individual Participation and Redress
IP-1 Consent
IP-2 Individual Access
IP-3 Redress

IP-4 Complaint Management
SE Security
SE-1 Inventory of Personally Identifiable Information

L All federal agencies and departments designate an SAOP/CPO as the senior organizational official with the
overall organization-wide responsibility for information privacy issues. OMB Memorandum 05- 08, provides
guidance for the designation of SAOPs/CPOs.
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CNTL PRIVACY CONTROLS
SE-2 Privacy Incident Response
TR Transparency
TR-1 Privacy Notice
TR-2 System of Records Notices and Privacy Act Statements
TR-3 Dissemination of Privacy Program Information
UL Use Limitation
UL-1 Internal Use
uL-2 Information Sharing with Third Parties
Source:

NIST Special Publication 800-53-Rev.4, Security and Privacy Controls for Federal
Information Systems and Organizations
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